CYGILANT

SECURITY AS A SERVICE

SOCVue” Patch
Management

Cygilant’s SOCVue Patch Management provides patch scanning,

remediation, and reporting at a fraction of the cost of alternate

solutions.

For more information or to SOCVue® Patch Management is a security-as-a-service solution that combines people,
request a demo, visit

www.cygilant.com process, and technology to deliver an effective patch management program, including:

e Access to Cygilant’s SaaS patch management automation platform
o |dentification of missing patches on Windows and Linux endpoints
o Broad library of patches for third-party applications, including Adobe and Java

e Remediation guidance from Cygilant Security Operations Center (SOC)

® o Ability to schedule, approve, and remotely deploy patches
& e Security and compliance reporting
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For more information or to

request a demo, visit
www.binat.net.il

SOCVue*

Portal

@f Patch Management » Patches

Patches
TeamViewer
VMware, Inc.
Hewlett-Packard Company
WinZip Computing Inc
Riverbed Technology
RealNetworks, Inc
Adobe Systems, Inc
= UltraVNC
Foxit Corporation
Skype
Dropbox Inc.
Oracle Corporation
win.rar GmbH
Micro Focus
Evernote Corporation
Yahoo! Inc.
Apple Inc.
RealVNC Ltd.
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Key Benefits
$e

SAVE TIME & MONEY

Reduce the cost and complexity of
remotely deploying patches to groups of

endpoints, including laptops

IMPLEMENT BEST PRACTICES
Assess and patch vulnerabilities as

recommended by the SANS/CIS Critical

Security Controls

SOCVue Portal

5o

REDUCE MAINTENANCE COSTS

Leverage the Cygilant SOC team as an
extension of your in-house IT team to
perform installation and maintenance of

the solution

[

MEET COMPLIANCE MANDATES
Help meet compliance requirements such
as PCI DSS, HIPAA, and FFIEC

SOCVue Patch Management includes access to the SOCVue Portal, a web-based

command center for your information security program. Working with the Cygilant SOC

team, you’'ll determine the business value of each IT asset, and decide how to prioritize

missing patches.
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Description Release ... Impact Open  PendingAppro... Sched... Instal... Denied Ticket
LSAC(v2)/LSAC(v... 12-11-12 1 o 0 0 0 [
LSAC(v3) Install t... 10-09-12 1 0 1] 0 0 Y
LSAC(v2)/LSAC(v... 03-12-13 0 1 0 0 0 [
LSAC(v2)/LSACv.... 04-09-13 0 1 0 0 0 o
LSAC(v2)/LSAC(v... 10-09-12 1 0 0 0 0 d
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e Patch assessment and change
control workflow

e Remote deployment to Windows &
Linux endpoints

»

The ticket management
console, security dashboard,
and patch reports can be
accessed through the SOCVue
Portal anywhere you have an
internet connection.

e Patch management reporting

e Regular consultation with Cygilant
Security Analysts
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For more information or to
request a demo, visit
www.binat.net.il

Patch Management » Assets

Asset Groups Asset Details
Asset Name
_ X X PM-CL-14
Q Windows-32 Bit

Patch Details
Windows Servers

Vendor

Microsoft Corp.
Microsoft Corp.
Microsoft Corp.
Microsoft Corp.
Microsoft Corp.
Microsoft Corp.
Microsoft Corp.
PatchLink Corporation

Patchlink Carnaration

The SOCVue Portal enables patch management best practices by providing:

Up-to-date database of vendor patches
Analysis of missing patches including the severity level

Remediation ticketing, tracking, and reporting

Automated reporting for security and compliance

Change management workflow to log and approve software updates

Remote, bulk deployment to multiple endpoints, including mobile laptops

Through SOCVue Patch Management, organizations gain access to cutting-edge patch
management technology, Cygilant’s 24/7/365 SOC team, and the ability to implement

best practices for software inventory and change management. Cygilant SOC Analysts

are available around the clock to assist with patch management. The team analyzes your

software inventory and helps track remediation tasks for high-priority issues.

IP Address Agent Version Group
10.15.1.4 115 Unassigned
Release Date Impact Description
09/30/2016 LSAC(v3) Install this update to resolveis..
10/27/2016 LSAC(v2)/LSAC(v3) A security issue has b.
11/08/2016 LSAC(v3) A security issue has been ident..
08/09/2016 i (
01/10/2017 LSAC(v2)/LSAC(v3) A security issue has b.
10/11/2016 LSAC(v2)/LSAC(v3) This security update .
11/08/2016 LSAC(v3) A security issue has been ident..
11/17/201... (7@l This policy enables the Automatic Upda..
11/17/201 EErSYWEER This nolicy disahles the Automatic Linda
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The SOCVue Portal is a web-
based command center for your

information security program.

Internet Binat provides communication and information security services to the business sector. Our services include
internet access, information security, communication infrastructure administration, WAN networks and server hosting in

Israel and abroad.

For more information or to request a demo, visit: https://www.binat.net.il
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